slide-1IPv6: Features, Functions, Prospects and ScheduleScott BradnerHarvard Universitysob@harvard.edu slide-2Session OverviewuBackground - Why do we need an IPng?uHistory - How did we go about selecting one?uOverview - What is IPv6?uIssues - Unresolved conflicts.uSchedule - When will what happen?uEffects - What will change?uProspects - Will it play in Peoria?

slide-3BackgrounduAugust 1990projected exhaustion of Class B space by March 1994u32 bit address space can identify 4 billion hostsassignment inefficiency reduces utilizationuse of classfull addresses reduces efficiencyurouting table bloattable space increasing faster than memory technologythus can not just use multiple Class C addresses slide-4HistoryuNovember 1991Routing and Addressing (ROAD) group formeduMarch 1992ROAD report do CIDRissue call for IPng proposalsuJuly 1992IAB issues "IP version 7"IETF issues call for IPng proposals slide-5History, contd.uJuly 1993ipdecide BOF & IESG plenary IESG take on responsibility making IPng recommendation(not let the market decide)uAugust 1993temporary IETF area formed to consolidate IPng activityAllison Mankin & Scott Bradner Area co-DirectorsuDecember 1993RFC 1550 call for IPng White Papers slide-6History, contd.uJuly 1993IPng recommendationuOctober 1994IESG approved recommendationuApril 1995base documents ready for Proposed Standard slide-7IPng Proposalsumultiple working groupsudifferent approaches to solve addressing and routing problemsudifferent views on problemsuoptimize different aspects of problemsunot right or wrongulearned from all efforts slide-8Available TimeframeuAddress Lifetime Expectations (ALE) working groupFrank Solensky, FTP Software <solensky@ftp.com>Tony Li, Cisco Systems <tli@cisco.com>umade prediction at Seattle,Toronto & San Diego IETF meetings2005 - 2011umixed view of confidence levelquestions on base data & assumes no paradigm shiftsrouting tables are still going to be a problemuprojection at Danvers meeting pushes out time slide-9Scope of IPngudevelopment, testing & deployment will take timeustill we seem to have adequate time in IPv4 address space but not excessive (excluding paradigm shifts)ucan do more than ’just’ fix addressesuuse requirements process to determine actual scope of IPng effort slide-10IPng Technical Requirements uIPng requirements processFrank Kastenholz, FTP Software <kasten@ftp.com>Jon Crowcroft, UCL <J.Crowcroft@cs.ucl.ac.uk>uRFC1550 request for white papersurequirements documentbased on Frank Kastenholz/Craig Partridge draftcriteria, discussion & time frameuRFC 1726 slide-11IPng Criteriauat least 109 networks, 1012 end-systemssafer goal 1012 nets, 1015 end-systemsuconservative routing schemesutopologically flexibleuhigh performanceustraightforward transition plan from IPv4urobust serviceumedia independent slide-12IPng Criteria, contd.udatagram service uautoconfigurationusecure operationuglobally unique namesuaccess to standardsusupport multicastinguextensibleusupport service classes slide-13IPng Criteria, contd.usupport mobilityuinclude control protocol (ping etc.)usupport for private networks (tunneling) slide-14Result of Proposal Reviewsusignificant flaws seen in all offered proposalsurevised proposal offered by SIPP WG after reviewsuanswers most of the perceived problemsrouting and addressingtransitionautoconfigurationsource routing supportusynthesis of multiple efforts slide-15Address Lengthuhotly discussed issueufour basic views8 bytes is enough, more is inefficient16 bytes is about right, 8 is not enoughuse 20 byte NSAPs, provide global harmonizationvariable length gives best safety and efficiencyumany detailed argumentsuconsensus is that 16 bytes is enough slide-16IPv6 Overviewuexpanded from IPv4 addressing capability (16 byte addresses)usimple headerusupport for extension headers and optionsusupport for authentication and privacyusupport for autoconfigurationusupport for source routesusimple and flexible transition from IPv4uflow ID slide-17IPng Addressesupropose mapping algorithms from and to other environmentsuwhere addresses are globally unique and assigned with regard to network topologyuIETF should work with other organizations for development of such mappingsucommon addresses facilitate transition to IPngugoal to provide a 1:1 mapping between address types (e.g. IPX, NSAP, E164) slide-18IPv6 Header 012345678

345678901

678901111

122222

3VersFlow LabelPayload LengthNext HeaderHop LimitSource IP AddressDestination IP Address

162024283236

slide-19IPv4 Header01234567890123

0123456789011

1122222222223

TTLProtocolHeader ChecksumSource IP AddressDestination IP Address0481216DOptions20

slide-20IPv6 Header Changes from IPv4ulonger address - 32 bits -> 128 bitsufragmentation fields moved to separate headeruheader checksum field eliminateduheader length field eliminated (fixed length header)ulength field excludes IPv6 headeru�Time to Live� -> �Hop Limit�u�Protocol� -> �Next Header�u64 bit field alignmentuadded Flow Labeluremoved TOS bits slide-21IPv6 Extension Headersuless used functions moved to Extension Headersuonly present when neededuextensibleHop-by-HopRoutingFragmentAuthenticationPrivacyEnd-to-End slide-22IPv6 Header Option Handlinguhighest-order two bits of each option specify the action to be taken if unknown optionu00 - skip this optionu01 - discard the packetu10 - discard the packet & send ICMP messageu11 - undefinedeases introduction of new optionsuthird-highest-order bit in Hop-by-Hop optionsinclude option in the Authentication integrity assurance computation (option data that changes en route must be excluded) slide-23Flow LabeluuuT - time sensitivity0 = yes1 = nouTC - Traffic Classtype of flowuFlow ID - random, unique-to-source valuecombined with source address to identify traffic flow

flow ID124TTC3

slide-24IPv6 Address TypesAllocationPrefix (binary)Fractionreserved0000 0000 1/256reserved0000 0001 1/256NSAP Allocation0000 001 1/128IPX Allocation0000 010 1/128reserved0000 011 1/128reserved0000 1 1/32reserved0001 1/16reserved001 1/8provider-based unicast010 1/8reserved011 1/8reserved for geographic100 1/8reserved101 1/8reserved110 1/8reserved1110 1/16reserved1111 0 1/32reserved1111 10 1/64reserved1111 110 1/128local use address1111 1110 1/256multicast address1111 1111 1/256 slide-25IPv6 Transition Goalsuallow incremental upgrade from IPv4 hosts to IPv6ufew sequence dependenciesusupport what vendors will douallow IPv4-only hosts to talk to IPv6-only hostsufinish before IPv4 addresses run out slide-26IPv6 Transition TechniquesuIPv4 compatible addressesIPv4 address embedded in IPv6 addressuIPv6 in IPv4 encapsulationtunnel IPv6 across IPv4 topologyuIPv4 <-> IPv6 header translationoptional slide-27Address Autoconfigurationutwo types of autoconfigurationserver-lessstate-full serveruDHCPng deals with state-full serverusecurity policy an issueutrying for plug & play in dentist�s office slide-28IPv6 Routinguhierarchical addresses used in IPv6u1st version �provider based� hierarchyuworking on geographic or interconnect-point baseduaddress assignment a concern from the startueasy renumbering may be important in maintaining efficient use of routing table space slide-29Routing Paradigmulongest-match routing will be used ualso source routing - ERP headerprovider selectionuexisting routing protocols will be modified for IPv6RIPv2OSPFIS-ISIDRP slide-30Issues - Securityunetwork security seen as a continuing problemactually - lack ofumuch bad press - often justifiedfront page - New York Times , etc.unetwork security was a key concern in the IPng selection process slide-31From the IPng Recommendation�We feel that an improvement in the basic level of security in the Internet is vital to its continued success. Users must be able to assume that their exchanges are safe from tampering, diversion and exposure. Organizations that wish to use the Internet to conduct business must be able to have a high level of confidence in the identity of their correspondents and in the security of their communications. The goal is to provide strong protection as a matter of course throughout the Internet.� slide-32IPng Security Recommendationsusupport for the Authentication Header be required in all compliant IPv6 implementationsusupport for a specific authentication algorithm be requiredusupport for the Privacy Header be required in all compliant IPv6 implementationsusupport for a privacy authentication algorithm be required slide-33IPv6 Security Design Goalsuprovide authentication and integrity separate from encryption to minimize export control issuesuprovide standard encryption mechanismuensure that encryption can deal with whole datagrams or portionsukeep mechanisms algorithm-independentudecouple key managementuretain the ability to use firewallsusame system for both IPv4 and IPv6 slide-34IPv6 Security Recommendation Issuesuperformance impactukey managementuwhat if kernel lies about having securityu�wrong layer� - should be in applicationuexport and use restrictions on encryption slide-35Security Export Issueustrong encryption faces export controls in some countriesustrong encryption faces usage restrictions in some countriesuif IPv6 requires the implementation of strong encryption in order to be compliant to the standardU.S. vendors have to ship non-compliant versions for exportall vendors must ship non-compliant versions for some countriesusome vendors do not like to be non-compliantubig discussion during Danvers IETF meeting slide-36Issues - Addressing Architectureurouting table efficiency requires that addressing hierarchy follow network hierarchyuotherwise tend toward flat routingrequire entry for all non hierarchical routesuaddressing that follows network hierarchy is provider based addressingtends to bind customers to vendorsugeographic addressing requires richly connected networkmust get vendor cooperation at many places slide-37Addressing Issues, contd.uin future may have charges for addresses that can not be aggregateduIPv6 auto configuration may helpmake renumbering easiersupport for multi-homed domainsmultiple addresses per interfacecan migrate from one provider to another slide-38Scheduleumost documents are ready for standards processu2 main ones not ready yetneighbor discovery - mostly editing requiredaddress autoconfiguration - open DNS related issuesusome test implementations workingubeta code expected this summerhosts and routersurelease code Q4 �95utest networks (using tunnels) Q3 �95unetwork provider support early �96 slide-39Effectsuconfusionwhen should IPv6 be used?conformance issuesnew technologyufeature supportsome features must wait native network supportflow ID, ERP routingsome features can be supported in tunnelsauthentication, encryption, NSAP & IPX addresses slide-40Effects, contd.umigration from OSI CLNPlarger addresses supportedcan map U.S. gosip NSAPssupport for OSI apps over IPv6uset top box autoconfigurationwill help to get router autoconfiguration slide-41Prospectsucarrots may be hard to seeplug & play, security, flow ID, advanced routinguNAT box optionnetwork address translation boxuse private IPv4 address and map to subset for externaluIPv6 too little, too early?ua few key decisions will determine IPv6 fate uhigh level of assumption that IPv6 is the right thingudisagreement over size of step taken