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Chapter 8
gdc dump

8.1 Purpose of a GateD Dump File

The purpose of a GateD dump file is to create an ASCII representation of GateD's internal
state. A GateD dump file is not a core file and cannot be used with a debugger.

Most protocols and pseudo-protocols in GateD implement a "dump method" that is called to
dump data specific to the module. In addition, the entire routing table is dumped (including
an ASCII representation of the radix trie(s)) along with other pieces of core state. This data
is a "snapshot" of the internal state at some point in time. Due to resource scheduling, this
may not be the exact moment at which the dump signal was received.

8.2 When to Create a Dump File
Create a dump if GateD is running with a known or suspected error.

The GIl and SNMP tools provide alternatives to a GateD dump. GlI provides protocol info, a
view of the current state of GateD, and a routing table listing.

8.3 How to Create a Dump
Create a GateD dump file using one of the following:

e gdc dump command
* S| A NT signal from UNIX system

To create a dump using the dump command, type

gdc dunp
To create a dump with SI G NT, send a SI G NT signal to GateD. GateD forks a child process to
perform the dump while the parent continues on as before. The kill(1) program is typically
used to send signals to processes.

8.4 Finding a Dump

The default file location for a GateD dump is/ var/t np/ gat ed. dunp. This path is deter-
mined at compile time; the alternative location is / usr/t np/ gat ed_dunp.

8.5 Format of GateD Dump File
GateD dumps include information about the following:

= general GateD state
e tasks
e memory usage and statistics
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= interfaces

e martians

= routing table(s) (including info about configured statics)
e policy

= protocol-specific data

8.5.1 General Information in Dump
The first section of the dump will contain general information such as:

GateD version
date of dump
operating system
tracing flags set

In the following example,

» the GateD version is 8.0.0

< the date the dump was generated is January 18, 2000
= the operating system used is SunOS 5.6

= the tracing flags set are al |

- the file is open

- 12 tasks reference the file

- the current logfile size is 88,542 bytes
- the maximum size is 102,4000 bytes

- 2 old versions of the file are kept

gat ed[ 12843] version 8-0-0 nenory dunp on paris.nerit.edu at Tue Jan 18
01: 46: 41 2000

SunCS 5.6 Generic_105181-17 paris.nerit.edu sun4u sparc

Started at Tue Jan 18 01:42: 30 2000

Traci ng:
d obal : al
Fil es:
/var/tnp/gated.l og:
opened refcount 12 size 88542 |limt 1024000 files 3

8.5.2 Task State
The task section of the dump contains information about the task state, such as:

e send/recv buffer size
« task name
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task priority

tracing options for task
trace file for task

timers associated with task

In the following example:
< the send buffer size is 16384, and the receive buffer size is 8,192 bytes
< the task names are IF, INET, Aggregate, RT, ICMP, and BGP.0.0.0.0+179
= the task priorities for each task are, respectively, 10, 15, 20, 20, 30, and 40
= the tracing options are: general, state, policy, task, and timer for all names except
BGP, which has only packets
« the trace files are all : /var/tmp/gated.log
< the only timer is associated with IF and is IF_AGE

- the time of last firing is 01:45:30.259 am; next firing is at 01:48:30.259 AM

Task State: <>
Send buffer size 16384 at 150000
Recv buffer size 8192 at 14A000

Tasks (12) and Timers:
I F Priority 10 RtProto Direct
Trace options: general state policy task tiner
Trace file: /var/tnp/gated.log size 1024000 files 3

| F_ AGE <oneshot >
| ast: 01:45: 30. 259 next: 01:48: 30. 259

I NET Priority 15 Socket 4 Rt Proto | NET
Trace options: general state policy task tiner

Trace file: /var/tnp/gated.log size 1024000 files 3

Aggr egat e Priority 20 RtBit 1
Trace options: general state policy task tiner
Trace file: /var/tnp/gated.log size 1024000 files 3

RT Priority 20
Trace options: general state policy task tiner

Trace file: /var/tnp/gated.log size 1024000 files 3

| CWP Priority 30 Proto 1 Socket 6

Trace options: general state policy task tiner
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BGP. 0.0.0.0+179 Priority 40 Por t 179 Socket 8 Rt Prot o BGP

Trace options: packets

Trace file: /var/tnp/gated.log size 1024000 files 3

8.5.3 Socket Read Routines
The next section of the dump will contain socket read information such as:

« read routines (in the example: KRT, ICMP, GII_LISTEN)
< low priority read routines (BGP.0.0.0.0+179)
« file descriptors (files and sockets)

Socket read routines:

KRT
6 | CWP
7 G 1 _LISTEN. 0.0.0.0+616 (accept)

Socket low priority read routines:

8 BGP. 0. 0. 0. 0+179 (accept)

File Descriptors (nmax 8):

0

1 Task: KRT read rqueue

2 Task: KRT File: krt_ifread task

3 File: /etc/gated.pid

4 Task: | NET

5

6 Task: |1 CWP read rqueue

7 Task: A1 _LISTEN. 0.0.0.0+616 accept rqueue
8 Task: BGP.0.0.0.0+179 accept

32
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8.5.4 Memory Usage in Dump

This section of the dump will contain memory usage information for each task block such

as:

= allocation size (8,192 bytes in the example)

« number of free blocks (935 blocks)

= the last block allocated (001483B0O)

e data types for which memory is allocated (runt, krt_remnant_rt, vtxlist_t,
nospf_route_link_t)

Task

Bl ocks:

Al | ocation size: 8192

Size: 8 N free: 935 LastAlloc: 001483B0

runt Init: 5 Alloc: 0 Free:
krt _remmant rt Init: 1 Alloc: 5 Free:
vt xlist t Init: 1 Aloc: 0 Free:
nospf _route link t Init: 1 Aloc: 0 Free:
iflist t Init: 1 Aloc: 0 Free:
sockaddr _un.in Init: 1 Alloc: 309 Free
asmatch_t Init: 1 Alloc: 0 Free:

O O O uo1 o

217

8.5.5 Interface - Task and Logical Addresses
The interface section of the dump will contain interface information for each task such as:

= physical interfaces assigned and up (in the example, IF has 2 physical interfaces

assigned and 2 up)
< INET protocol addresses assigned and up (2 assigned and 2 up)

< local and physical addresses to which the interface connects (local: 120.0.0.1,

198.108.60, 192.168.10, and 0.0.0.142; physical: 8:0:20:a8:8¢:60 )
= interface names (lo, 100, hme, hme0, hmel)

index number (for lo:1)

change (for lo:<>)

state (for lo: <up | oopback multicast>)

refcount (for lo:2)

up-down transitions (for 10:0 120.0.1)

metric (for 120.0.1:0)

MTU (for 120.0.1:1472)

refcount (for 120.0.1:3)

preference when interface is up (for 120.0.1:0)
preference when interface is down (for 120.0.1:120)

I nUse:
I nUse:
I nUse:
I nUse:
I nUse:
I nUse:
I nUse:

O O O o o

92
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- change (for 120.0.1: <>)
- state (for 120.0.1: <up | oopback multicast>)
- subnet mask (for 120.0.1: 255.255.255)

Task | F:

Physi cal interfaces:

| NET protocol addresses:

Addr esses:
120.0.1
P2P 0O Loop 1
198. 108. 60. 142
P2P 0O Loop O
192. 168. 10. 142
P2P 0O Loop O

Local addresses:
127.0.0.1
P2P 0O Loop 1
198. 108. 60. 142
P2P O Loop O
192. 168. 10. 142
P2P O Loop O
0.0.0.142
P2P 0O Loop O

Physi cal addresses:

Tot al

Tot a

Tot al

Tot a

Tot al

Tot al

Tot a

802. 2 8:0:20: a8:8c: 60

Ref count 2

Names:
o

Ref count
| 00

Ref count
hme

Ref count
hme0

Ref count

Up: 2

Ref count

Ref count

Ref count

Ref count

Ref count

Ref count

Ref count

Rout e:

Rout e:

Rout e:

Rout e:

Rout e:

Rout e:

Rout e:

not

not

not

not

not

not

not

nstall ed

nstall ed

nstall ed

nstall ed

nstall ed

nstall ed

nstall ed

34
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hmel
Ref count 1
I nterfaces:
| 00 I ndex 1 Change: <> St ate: <up | oopback multicast>
Ref count: 2 Up-down transitions: O
120.0.1
Metric: O MIU: 1472
Refcount: 3 Preference: O Down: 120
Change: <> State: <up | oopback multicast>
Subnet Mask: 255.255. 255. 255
hrme0 I ndex 2 Address 802.2 8:0:20:a8:8c: 60 Change: <> State:
Ref count: 2 Up-down transitions: O
198. 108. 60. 142
Metric: O MIU:. 1436
Ref count: 3 Preference: 0O Down: 120
Change: <> State: <up broadcast nulticast>
Broadcast Address: 198. 108. 60. 255
Subnet Nunber: 198.108. 60 Subnet Mask: 255.255. 255
hmel I ndex 3 Address 802.2 8:0:20: a8: 8c: 60 Change: <> State

:<up broadcast multicast>

Ref count: 2 Up-down transitions: O

192.168. 10. 142
Metric: O MIU: 1436
Ref count: 16 Preference: 0O Down: 120
Change: <> State: <up broadcast multicast>
Br oadcast Address: 192. 168. 10. 255
Subnet Nunber: 192.168. 10 Subnet Mask: 255.255. 255

9/26/02
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8.5.6 INET - Martians

The martians section of the dump will contain INET task information, which is where the
martians configuration is stored. Martians are configured using the 'mar ti ans' clause. (See
“Martian Syntax on page 30 in Configuring GateD for more information.) The dumped
data includes the state of:

« |IP forwarding (in the example, INET has 0 IP forwarding)
e UDP checksums (1)

e reject address (127.0.0.1)

e blackhole address (127.0.0.1)

e autonomous system (201)

e router ID (0.0.0.142)

e martians (0.0.0.0, 127, 255.255.240)

Task | NET:
| P forwarding: O UDP checksums: 1

Rej ect address: 127.0.0.1 Bl ackhol e address: 127.0.0.1

Aut ononpus system 201
Router ID: 0.0.0.142

Marti ans:
0.0.0.0 mask 0.0.0.0 Exact
0.0.0.0 mask 255
127 mask 255 restrict
255. 255, 240 mask 255.255. 240 restrict

8.5.7 Route Table (RT) Information

This section of the dump contains information about configured static routes as well as the
state of the RIBs (Routing Information Base(s)) for the various address families. Only 'inet'
will be shown in the following examples. The routes are printed in an ASCIl representation
of the radix trie as well as in a detailed listing on a per-destination basis.

Task RT:
Static routes for famly INET: (* indicates gateway(s) in use)
Radi x trie for inet (2) inodes 27 routes 15:

+-24+--{223. 145. 154
+- 22+
| | +-24+--{223.145.153
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| +-23+

| +-24+--{223. 145. 152
+- 20+
| +-24+--{223.145. 151
| +- 23+
| | +-24+--{223.145.150
| +-22+
| | | +-24+--{223.145.149
|| 23+
|| +-24+--{223.145. 148

+-24+--{223. 145. 147
+- 23+
| +-24+--{223.145. 146
- 22+
| +-24+--{223. 145. 145

+- -8+

+ — — —

| +-24+--{223.3
| +-15+

| | +-24+--{223.2
+- 14+

+-24+--{223.1
+--0+--{0.0.0.0

| +--8+--{127

It also includes static route detail information, such as:

< net mask set for the route (in the example, mask 0.0.0.0 is set for route 0.0.0.0;
mask 255 is set for route 127)

= preference set for the route (preference 60 for route 0.0.0.0; 0 for route 127)

= which gateway/interface is used for the route (gateway 198.108.60.1 is set for route
0.0.0.0;

e interfaces 127.0.0.1 is set for route 127)

0.0.0.0 mask 0.0.0.0 preference 60 state <int retain gateway> Gate-
way 198.108.60.1(*)

127 mask 255 preference 0 state <noadvise int retain reject>
Interfaces 127.0.0.1
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223.1 mask 255. 255. 255 preference 60 state Gat eway 192.168.10.1(*)

223.2 mask 255. 255. 255 preference 60 state <int gateway> Gateway
192.168. 10. 1(*)

223.3 mask 255. 255.255 preference 60 state <int gateway> Gateway
192.168. 10. 1(*)

The next portion of the dump shows static gateway information, such as which gateways
and tasks are referenced by static routes. (In this example, no routes reference either of
the gateways. Task RT is referenced by both of the routes.)

Gat eways referenced by static routes:
198.108.60.1
routes: 0 task: RT
192.168.10.1
routes: 0 task: RT

This is followed by static route announce bit information, such as bit allocations, as shown
in the example below.

Bit allocations:
1 Aggr egat e
2 KRT byte index: O [ ength: 4

Static route mask and address information are shown in the example below, such as:

e family
* address
e length
e mask

Masks and addresses:

Fam |y Address Length Mask

i net 1317B0 O 0.0.0.0
i net 1317B8 1 128
i net 1317C0 2 192
i net 1317C8 3 224
i net 1317D0 4 240
i net 131708 5 248

38
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i net 1317E0 6 252
i net 1317E8 7 254

The sixth section of the dump will also include a graph of the real (nonstatic) routes as
shown in the example below.

Rout i ng Tabl es:

Radi x trie for inet

(2) inodes 32 routes

18:

+-24+--{223. 145. 154

+- 22+

| | +-24+--{223.145. 153

| +-23+

| +-24+--{223. 145. 152

+- 23+

| +-24+--{223.

| | +-24+--{223.

I

I

I

| +22+
I

| | +-23+
I

| +- 24+- - {223.

| +-24+--{223.

| +-23+

| | +-24+--{223.

+- 22+

+-24+--{223. 145. 145

+-24+--{223. 3
+- 15+
| +-24+--{223.2

+- 14+

+-24+--{223.1

| | +-24+--{198.108. 60

| +--5+

145.

145.

145.

145.

145.

+-24+--{223. 145. 151

150

149

148

147

146
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| +-24+--{192. 168. 10
+--0+--{0.0.0.0

| +--8+--{127

| +-32+--{127.0.0.1

+ = Active Route, - = Last Active, * = Both

The next section of the dump shows real route detail information, such as:

« for all the routes:

number of destinations (in the example that follows, 18 destinations exist for
these routes)

number of routes (18)
number of holddowns (0)
number of deleted routes (10)
number of hidden routes (0)

« for each route:

net mask (for route 0.0.0.0, the mask is 0.0.0.0)

number of entries (for route 0.0.0.0, the number of entries is 1)
announce (1)

TSI (none)

instability histories (none)

*static preference (60)
Note: The asterisk (*) indicates that route is active.

next hop (198.108.60.1)

interface (198.108.60.142(hme0))

state bits set<int active retain gateway>
age (4:11)

metric (0)

metric2 (0)

tag (0)

task (RT)

announcement bits(1) (2-KRT)

AS path (IGP (Id 1))

40
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Routing table for inet (2):

Destinations: 18 Rout es: 18
Hol ddown: O Del ete: 10 H dden: O
0.0.0.0 mask 0.0.0.0
entries 1 announce 1
TSI :

Instability Hi stories:

*Static Preference: 60
Next Hop: 198.108.60.1

St at e:

I nterface:

198. 108. 60. 142( hne0)

<int active retain gateway>
Metric2: O Tag: O

Age: 4:11 Metric: O
Task: RT
Announcenent bits(1): 2-KRT

AS Path: 1GP (Id 1)

127 mask 255
entries 1 announce 1
TSI :

Instability Hi stories:

*Static Preference: 0

Next Hop: 127.0.0.1

St at e:

I nterface:

127.0.0. 1(1 00)

<noadvi se int active retain reject>
Metric2: O Tag: O

Age: 4:11 Metric: O

Task: RT
Announcerent bits(1):
AS Path: IGP (1d 1)

127.0.0.1 mask 255. 255. 255. 255

2- KRT

9/26/02
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8.5.8 Example Protocol-Specific Data: BGP Peers and Groups

The protocol-specific section of the dump includes information about all protocols that
implement a dump method. The example shown here shows BGP peer and group informa-
tion, such as:

e task

name
task groups

task total peers

task active incoming peers

task free peers

task free groups

task state

task autonomous system (AS) number
import controls for each AS

net mask for each AS

Task BGP
G oups: 1
Free Peer

AS 2

AS 2

AS 2

AS 2

0.0.0.0+179:
Peers: 1 (1 configured) Active Incoming: O
s: OFree Groups: O State: Listening
02:
| mport controls:
0.0.0.0 mask 0.0.0.0
01:
| mport controls:
0.0.0.0 mask 0.0.0.0
02:
Export controls:
Protocol BGP as 202
0.0.0.0 mask 0.0.0.0
Prot ocol BGP as 201
0.0.0.0 mask 0.0.0.0
Protocol Static
0.0.0.0 mask 0.0.0.0
01:

Export control s:
Prot ocol BGP as 202

42
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0.0.0.0 mask 0.0.0.0

Prot ocol BG as 201

0.0.0.0 mask 0.0.0.0

Protocol Static

0.0.0.0 mask 0.0.0.0

Task BGP_202. 192. 168. 10. 101+179:

Peer: 192.168.10.101+179 Local : 192.168.10.142 Type: External

State: Active Flags: <>
Last State: |dle Last Event: Start

Options: <>

Task BGP_Group_202_ 201:

Last Error: None

G oup Type: External AS: 202 Local AS: 201 Flags: <>

Total Peers: 1 Est abl i shed Peers:

Another, more complete example of a BGP dump file follows:

Socket 11

Port 33073

BGP. 0.0.0.0+179 Priority 40 Por t 179
Rt Proto
BGP
Trace options: packets
Trace file: /var/tnp/gated.log size 1024000 files 3
BGP_201. 192. 168. 10. 50+33073 Priority 50
Socket 1
2 Rt Prot o BGP RtBit 3

Trace options: packets

Trace file: /var/tnp/gated.log size 1024000 files 3

BGP_201. 192. 168. 10. 50+33073_Traffic
| ast: 14:47:13.130 next :

14:47:13. 130

BGP_Group_201_202 Priority 50 Rt Prot o BGP

Trace options: packets

Trace file: /var/tnp/gated.log size 1024000 files 3

9/26/02
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ASMat ch Priority 50

ASPat hs Priority 50

223. 239

*BCGP

192. 168. 10. 32
(hnel)

223. 249

*Static

192. 168. 10. 32
(hmel)

mask 255. 255. 255
entries 1 announce 1
TSI :

Instability Histories:

Pref erence: 170 Source: 192.168. 10. 50
Next Hop: 192. 168. 10. 254 Interface:

St at e:

Local AS: 202 Peer AS: 201

Age: 10 Metric: -1 Metric2: -1 Tag: O

Task: BGP_201.192.168. 10. 50+33073
Announcenent bits(1): 2-KRT
AS Path: (202) {201}I1GP (Id 6)

mask 255.255. 255
entries 1 announce 1
TSI :
BGP 192. 168. 10. 50 (External AS 201) no netrics
Instability Histories:

Preference: 60

Next Hop: 192. 168. 10. 250 Interface:
State:

Age: 7 Metric: O Metric2: O Tag: O
Task: RT

Announcenent bits(2): 2-KRT 3-

BGP_201. 192. 168. 10. 50+3307

3

44
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AS Path: IGP (1d 1)

Task BGP.0.0.0.0+179:
Groups: 1 Peers: 1 (1 configured) Active Inconming: O
Free Peers: 0 Free Groups: O State: Listening
AS Path: AS Path Regul ar Expression: (.%*)

Task BGP_201.192. 168. 10. 50+33073:

Peer: 192.168.10.50+33073 Local : 192.168. 10. 32+179 Type:
Ext er nal

State: Established Fl ags: <>

Last State: OpenConfirmLast Event: RecvKeepAlive Last Error:
None

Options: <>

Peer Version: 4 Peer I1D: 0.0.0.50 Local 1D 0.0.0.5
Active Holdtime: 180

Last traffic (seconds): Received 10 Sent 22 Checked 27

| nput nessages: Total 7 Updates 5 Cctets 270

Qut put nessages: Total 7 Updates 4 Cctets 244

Rout e Queue Tinmer: unset Rout e Queue: enpty

Task BGP_Group_201_202:
G oup Type: External AS: 201 Local AS: 202 Flags: <>
Total Peers: 1 Establ i shed Peers: 1

Task ASMat ch:

Task ASPat hs:

Id 1 Refs 7 Hash 0 Lengths: Path 0, Seg 0, Attr O, Aggr O, Alloc'd 96
Path: 1GP

Id 2 Refs 1 Hash 75 Lengths: Path 2, Seg 2, Attr 0, Aggr 0, Alloc'd 96
Path: (202) 201 IGP

Id 4 Refs 1 Hash 75 Lengths: Path 2, Seg 2, Attr 0, Aggr 0, Alloc'd 96
Path: (202) 201 IGP

Id 6 Refs 1 Hash 75 Lengths: Path 2, Seg 2, Attr 0, Aggr O, Alloc'd 96
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Path: (202) 201 IGP

8.5.9 AS Paths
The next section of the dump will include AS path information for each ID, such as:
« references (for ID1, 18 references exist)
< hash (0)
e lengths (Path 0, Seg 0, Attr 0, Aggr 0, Alloc'd 100)
e path (IGP)

Task ASPat hs:
Id 1Refs 18 Hash 0 Lengths: Path 0, Seg O, Attr 0O, Aggr O, Alloc'd 100
Path: 1GP

8.5.10 Kernel
The final section of the dump will include kernel information, such as:

e options: <>

= kernel support: <reject blackhole varmask host>
e remnant timeout: 3:00

e routes in kernel: 18

e limit: unlimited

« flash install limit: 20

= flash install routes: interface

e background install limit: 120

e background install routes: low

» kernel install state: normal

= interface add/delete/change queue: 0

e queued High priority deletion queue: 0

e queued High priority change queue: 0

e queued High priority add queue: 0

e queued Normal priority deletion queue: 0

e queued Normal priority change queue: 0

e queued Normal priority add queue: 0 queued

Task KRT:
Options: <> Kernel support: <reject blackhol e varmask host>

Remmant timeout: 3:00

Routes in kernel: 18 Limit: unlimted
Fl ash install limt: 20 Fl ash install routes: interface
Background install limt: 120 Background install routes: |ow
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Kernel install state: normal

I nterface add/del et e/ change queue: 0 queued
High priority deletion queue: 0 queued

Hi gh priority change queue: 0 queued

High priority add queue: 0 queued

Nornmal priority deletion queue: 0 queued
Nornmal priority change queue: 0 queued
Normal priority add queue: 0 queued

8.6 Dump vs. Gll

The GII and dump facilities both have route table and protocol information. The dump is a
more detailed listing of the internal state, while Gll tends to be easier to read for quick
status information. The Gl interface can also be easier to use for those familiar with other
vendors' command-line interfaces. The dump file should be emailed to NextHop Technolo-
gies when requesting information regarding operational issues or problems.
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